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non, u

"interface" identifier Inheritance "{" InterfaceMembers "}" ";




interface Text : CharacterData {
Text splitText(in unsigned long offset)
raises(DOMException);
Text replaceWholeText(in DOMString content)

raises(DOMException);
readonly attribute boolean isElementContentWhitespace;
attribute DOMString wholeText;




InterfaceMember - Const
| AttributeOrOperation

AttributeOrOperation - "stringifier" StringifierAttributeOrOperation
| Attribute
| Operation




Attribute - Inherit ReadOnly "attribute" Type identifier ;"

readonly attribute boolean isElementContentWhitespace;

attribute DOMString wholeText;

Identifier Input Type ReadOnly




Operation - Qualifiers OperationRest

OperationRest > ReturnType Optionalldentifier "(" ArgumentList ")" ";

replaceWholeText(in DOMString content)

splitText(in unsigned long offset)

Identifier Number of Args Arg Identifier Arg Type Return Value




[The Attribute Identifier, [function(s) to generate the expected value type],’readOnly flag’]

[The Method Identifier, [function(s) to generate method parameters and values], high flag’]



TextInterface = {
'Name': 'text’,
'‘Attributes': [
['isElementContentWhitespace',[GenerateExpectedValue()],'readonly'],
['wholeText',[ GenerateExpectedValue()],”]
].concat(CharacterDatalnterface.Attributes),
'Methods':[

['replaceWholeText',[ GenerateExpectedParameters()],'high'],
['splitText',[ GenerateExpectedParameters()],'high']
].concat(CharacterDatalnterface.Methods),
'‘tagName':'Text',
'style':CSS2Propertiesinterface




|Name Description

|randoms() return random number, float value or hex number
|rint(num) return a random number limited by parameter.
|ra(array) return a random element an array.

arrayWalk(array)

return a random element from array if it is a function execute it and retrurn
the return value. if it is a string or an int return the value.

string(num)

return a random length string with length based on a random number
limited by the input parameter.

[randbool()

returns random Boolean.

IfloatVaIue(num)

return a random float value.

|getRandomCoIor()

returns a random color in either hex, hsl, rghint formats

distanceValue()

return a random number or float with distance suffixes like px,%,cm, etc ...

[retURI(num)

return a random length URL

[returnRandomElement()

returns a random element from the list of created elements and either try
to reference a near by object like 'firstChild','nextSibling',etc ... or just return

the element object itself.
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[Name Description

createElement() creates a random element from the list of interfaces and saves a reference to the
object both in fuzzer space and browser space

createTextNode() |creates random length text nodes and attach them to random elements in the DOM.

[mangleElements() |randomly mangles element positions within the document.

try { HTMLO=document.createElement("EMBED")} catch(e) {}
try { HTMLO.id="HTMLO"} catch(e) {}

try { createdElements['HTMLO'|=HTMLO} catch(e) {}
try { document.body.appendChild(HTMLO)} catch(e) {}




{ 'objName':HTMLO,
'type':'object name’,

'object':Embed interface object reference

I




[Function Description

fuzzWindowAttribs, randomly set the 'window' interface object attributes.
fuzzWindowMethods, |randomly call the 'window' interface object methods.
fuzzStyle, Pick a random element and set a random style property using element.style.

pick a random style sheet with random reference to element and set random style properties using
fuzzStylel, insertRule.

fuzzDocumentAttribs, [randomly set the 'document’ interface object attributes.

fuzzDocumentMethods, [randomly call the 'window' interface object methods.

deleteRandomKey, deletes a random refence to the created objects saved in the 'createdElements' object in browser space.

if no animation player found call the createPlayer() function to create a new animation player and add
reference to it in the createElements object array. if a player exist call a random method from the
fuzzPLayerMethods, animation interface object.

if no animation player found call the createPlayer() function to create a new animation player and add
reference to it in the createElements object array. if a player exist set a random attribute from the
fuzzPlayerAttribs, animation interface object.




|Function

Description

(M utationObserve,

creates a random mutation observer and add reference to it in the createElements object array.

fuzzMutationObserve,

if no mutation observer have been created, call () function if one exists call or set random method or
attribute from the Mutation observer interface object.

createRangeTraversal,

creates a random treeWalker or nodelterator and add reference to them in the createElements object
array.

fuzzRangeTraversal,

if no range has been created call createRangeTraversal() function. else call or set random method or
attribute from the respective Nodelterator Interface or TreeWalker Interface objects.

fuzzElementsMethods,

randomly set the attributes of a randomly selected element from the list of created elements.

fuzzElementsAttribs,

randomly call the methods of a randomly selected element from the list of created elements.

addLoop, add a random loop function around js block loops are (for, while, setTimeout, setinterval)
crossRef, try to set object references to a random other ex: HTMLO = HTML1.firstChild

attach a random event to one of the created elements. creates an event object using createEvent
AddEvent, directive and add reference to the created event object to a list for later use.
dispatchEvt, randomly fires one of the created events.
intfuzz return random function name for use ass callbacks for certain operations
GarColl, force garbage collection.
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